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Broadband & VPN Hardware Setup
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The BT Modem / Router is configured with a static public IP address for the LAN.

The BT Modem / Router and the VPN Router (FVL328) are configured to both have public (BT supplied) static IP addresses so that they can communicate with each other. The VPN Router (FVL328) also has a second IP address. This will be from the same range of addresses that it will provides IP addresses to any connecting PC’s (see diagram above).

Any PC’s connected to the VPN Router (FVL328) will then be able to connect to the Internet and other offices (once the VPN tunnels have been created). 

Important: The PC’s must be configured to receive dynamic IP addresses (Windows default setting).

BT Broadband Account Details - Unit32
	BT Openworld Business 1000 + No Nat with Internet Business Pack

	
	

	User Name:
	A544494@hg57.btclick.com

	Password:
	moenie67assynt

	Email address:
	mrcarpet@btconnect.com

	Server Details:
	

	Order Ref:
	5457012

	Date Installed:
	29/12/04

	Customer Desk:
	0800 169 8639

	Technical Support:
	0845 600 7020

	Security Question:
	Mothers maiden name     Answer: Brown

	

	Network IP Details

	Network IP:
	217.40.222.184

	First User IP:
	217.40.222.185 ( Netgear FVL328

	Last User IP:
	217.40.222.189

	Subnet Mask:
	255.255.255.248

	Router IP:
	217.40.222.190 (Original BT router setup)

	Subnet Size:
	8 IP addresses

	
	

	Primary DNS :
	213.120.62.101

	Secondary DNS:
	213.120.62.102


BT Broadband Account Details - Fulham
	BT Openworld Business 500 + No Nat with Internet Business Pack

	
	

	User Name:
	A157120@hg44.btclick.com

	Password:
	colin2base

	Email address:
	fulham_adsl@btconnect.com

	Server Details:
	??

	Order Ref:
	6108219

	Date Installed:
	08/04/03

	Customer Desk:
	0800 169 8639

	Technical Support:
	0845 600 7020

	Security Question:
	Pet’s name     Answer: munster

	

	Network IP Details

	Network IP:
	217.46.255.40

	First User IP:
	217.46.255.41 ( Netgear FVL328

	Last User IP:
	217.46.255.45

	Subnet Mask:
	255.255.255.248

	Router IP:
	217.46.255.46 (Original BT router setup)

	Subnet Size:
	8 IP addresses

	
	

	Primary DNS :
	213.120.62.101

	Secondary DNS:
	213.120.62.102


BT Broadband Account Details - Putney

	BT Openworld Business 500 + No Nat with Internet Business Pack

	
	

	User Name:
	A157167@hg44.btclick.com

	Password:
	Canice2base

	Email address:

ADSL Line No:
	putney_adsl@btconnect.com
020 8780 2140

	Server Details:
	??

	Order Ref:
	6108294

	Date Installed:
	09/04/03

	Customer Desk:
	0800 169 8639

	Technical Support:
	0845 600 7020

	Security Question:
	Pet’s name     Answer: Richmond

	

	Network IP Details

	Network IP:
	217.46.255.96

	First User IP:
	217.46.255.97 ( Netgear FVL328

	Last User IP:
	217.46.255.101

	Subnet Mask:
	255.255.255.248

	Router IP:
	217.46.255.102 (Original BT router setup)

	Subnet Size:
	8 IP addresses

	
	

	Primary DNS :
	213.120.62.101 (BT)

	Secondary DNS:

3rd Party DNS:
	213.120.62.102 (BT)

Can also use 213.120.62.97,98,99,100,101,102,103,104

212.23.3.1 (ZenSupport)

212.23.8.1 (ZenSupport)

www.zensupport.com


BT Broadband Account Details - Raynes Park

	BT Openworld Business 500 + No Nat with Internet Business Pack

	
	

	User Name:
	A247871@hg52.btclick.com

	Password:
	aliberber1

	Email address:
	mrcarpetltd@btconnect.com

	Server Details:
	Aliberber1

	Order Ref:
	7003598

	Date Installed:
	18/09/2003

	Customer Desk:
	0800 169 8639

	Technical Support:
	0845 600 7020

	Security Question:
	Pet’s name     Answer: ??

	

	Network IP Details

	Network IP:
	81.137.127.40

	First User IP:
	81.137.127.41 ( Netgear FVL328

	Last User IP:
	81.137.127.45

	Subnet Mask:
	255.255.255.248

	Router IP:
	81.137.127.46 (Original BT router setup)

	Subnet Size:
	8 IP addresses

	
	

	Primary DNS :
	213.120.62.101

	Secondary DNS:
	213.120.62.102


BT Broadband Account Details - Sheen

	BT Openworld Business 500 + No Nat with Internet Business Pack

	
	

	User Name:
	A157172@hg44.btclick.com

	Password:
	john2base

	Email address:
	sheen_adsl@btconnect.com

	Server Details:
	??

	Order Ref:
	6108300

	Date Installed:
	10/04/2003

	Customer Desk:
	0800 169 8639

	Technical Support:
	0845 600 7020

	Security Question:
	Pet’s name     Answer: palewell

	

	Network IP Details

	Network IP:
	217.46.255.104

	First User IP:
	217.46.255.105 ( Netgear FVL328

	Last User IP:
	217.46.255.109

	Subnet Mask:
	255.255.255.248

	Router IP:
	217.46.255.110 (Original BT router setup)

	Subnet Size:
	8 IP addresses

	
	

	Primary DNS :
	213.120.62.101

	Secondary DNS:
	213.120.62.102


BT Broadband Router Modem Setup

The BT Broadband Router requires very little setup. 

The Ethernet port of the modem / router needs to be connected to the internet port on the back of the Netgear FVL328 VPN router. The ADSL cable needs to be plugged into the telephone socket adaptor and the smaller RJ11 socket on the back of the modem / router.

The BT modem / router cannot be configured in any way, but assistance is available via BT technical support if required.

Note: All ports are open except port 25 (outgoing email) to avoid spam email.. 

This does not affect general email use.

Netgear FVL328 VPN Router / Firewall Setup

The following sections detail how to configure the FVL328 for this office.

Accessing the FVL328 VPN Router Setup

To access the configuration pages of the FVL328 ADSL Modem:

· Open Internet Explorer

· Type http://192.168.3.1 in the address bar for Unit 32
· Type http://192.168.7.1 in the address bar for Fulham

· Type http://192.168.5.1 in the address bar for Putney

· Type http://192.168.8.1 in the address bar for Raynes Park

· Type http://192.168.6.1 in the address bar for Sheen

· Press enter

The following screen should appear:
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	Note:

The screenshot displays Connect to 192.168.0.1. When you connect to the FVL328 VPN Router, you will see the IP address that you typed in above.




User name: admin

Password: <current password>
The configuration page will then be visible (logo at top of page as below)
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FVL328 VPN Router Settings - Unit 32
The following sections detail how to configure the FVL328 for this office.

	Basic Settings

	
	

	Does Your Internet Connection Require A Logon:
	No

	Account Name (if required):
	Leave blank

	Domain Name (if required):
	Leave blank

	

	Internet IP Address
	

	

	Get Automatically from ISP:
	Leave blank

	Use Static IP Address:
	Selected

	IP Address:
	217.40.222.185

	IP Subnet Mask:
	255.255.255.248

	Gateway IP Address:
	217.40.222.190

	

	Domain Name Server (DNS) Address
	

	

	Get Automatically from ISP:
	

	Use these DNS Servers:
	

	Primary DNS:
	217.40.222.185

	Secondary DNS:
	Leave blank

	

	Router’s MAC Address
	

	Use Default Address:
	Unchecked

	Use This Computer’s MAC:
	Unchecked

	Use This MAC Address:
	Selected (to confirm spec)


	Logs
	

	
	

	All options selected except:
	

	
	

	All incoming and outgoing traffic
	

	Enable Syslog ?
	TBC

	
	


	Block Sites
	

	
	

	Turn keyword blocking on
	Unchecked

	Rules
	

	
	

	Custom Rules
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	

	Terminal Services
	TCP / UDP
	3389

	NetSupport
	TCP / UDP
	5405

	FTP
	TCP / UDP
	20,21

	HTTP
	TCP / UDP
	80

	VNC
	TCP / UDP
	5800 ( 5900

	
	

	Default DMZ Server
	Unchecked

	Respond To Ping On Internet WAN Port:
	Unchecked


	Services
	

	
	

	Service Table
	

	
	

	Custom Services
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	
	
	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	VNC
	TCP / UDP
	5800 ( 5900


	Schedule
	

	

	Use This Schedule For Rules:
	Unchecked

	

	Days
	

	
	

	Every Day:
	Checked

	Time Of Day:
	

	All Day:
	Checked

	
	

	Date / Time
	

	Time Zone:
	

	Timekeeping:
	(GMT) Greenwich Mean Time, Dublin, London

	Synchronize Clock To NTP Server:
	Unchecked

	Set Clock To:
	Used to set time manually

	Adjust for Daylight Savings Time:
	Checked

	E-Mail
	

	
	

	Turn e-mail notification on:
	Unchecked

	
	

	Leave all other options as default, unless e-mail notification is required. Then 

	configure as required.


	IKE Policies & VPN Policies
	

	
	

	See ‘VPN Links.XLS’


	CA’s
	

	
	

	Section unused:
	Leave all settings at default


	Certificates
	

	
	

	Section unused:
	Leave all settings at default


	CRL
	

	
	

	Section unused:
	Leave all settings at default


	VPN Status
	

	
	

	Section unused:
	Leave all settings at default


	Router Status
	

	
	

	Details set by other sections
	Settings cannot be changed


	LAN IP Setup
	

	

	LAN TCP/IP Setup
	

	IP Address:
	192.168.3.1

	IP Subnet Mask:
	255.255.255.0

	RIP Direction:
	None

	RIP Version:
	Disabled

	

	MTU Size:
	Default (1500)

	
	


	Use Router as DHCP Server:
	Checked

	Starting IP Address:
	192.168.3.x

	Ending IP Address:
	192.168.3.x

	

	Reserved IP Table
	

	

	IP Address
	MAC Address
	Device Name

	
	
	

	192.168.3.3
	00:06:29:39:3e:98
	MRCU3201

	192.168.3.4
	00:08:74:e5:03:a1
	DCLAPTOP

	192.168.3.18
	00:40:ca:7c:cd:bc
	AVMANAGER

	192.168.3.20
	00:08:74:4e:67:3d
	DGLAPTOP


	Remote Management
	

	

	Turn Remote Management On:
	Checked

	

	Allow Remote Access by:
	

	Everyone (Ensure Password Is Assigned):
	Checked

	IP Address Range:
	Unchecked

	Only This PC:
	Unchecked

	

	Port Number:
	8081

	

	IP Address To Connect To This Device:

(be sure to type “https”, not “http”)
	Will be set the same as the static IP WAN address (not BT supplied)

217.40.222.185


	
	

	
	


FVL328 VPN Router Settings - Fulham
The following sections detail how to configure the FVL328 for this office.

	Basic Settings

	
	

	Does Your Internet Connection Require A Logon:
	No

	Account Name (if required):
	Leave blank

	Domain Name (if required):
	Leave blank

	

	Internet IP Address
	

	

	Get Automatically from ISP:
	Leave blank

	Use Static IP Address:
	Selected

	IP Address:
	217.46.255.41

	IP Subnet Mask:
	255.255.255.248

	Gateway IP Address:
	217.46.255.46

	

	Domain Name Server (DNS) Address
	

	

	Get Automatically from ISP:
	

	Use these DNS Servers:
	

	Primary DNS:
	217.46.255.46

	Secondary DNS:
	Leave blank

	

	Router’s MAC Address
	

	Use Default Address:
	Unchecked

	Use This Computer’s MAC:
	Unchecked

	Use This MAC Address:
	Selected (to confirm spec)


	Logs
	

	
	

	All options selected except:
	

	
	

	All incoming and outgoing traffic
	

	Enable Syslog ?
	TBC

	
	


	Block Sites
	

	
	

	Turn keyword blocking on
	Unchecked


	Rules
	

	
	

	Custom Rules
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	FTP
	TCP / UDP
	20,21

	HTTP
	TCP / UDP
	80

	VNC
	TCP / UDP
	5800 ( 5900

	
	

	Default DMZ Server
	Unchecked

	Respond To Ping On Internet WAN Port:
	Unchecked


	Services
	

	
	

	Service Table
	

	
	

	Custom Services
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	
	
	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	VNC
	TCP / UDP
	5800 ( 5900


	Schedule
	

	

	Use This Schedule For Rules:
	Unchecked

	

	Days
	

	
	

	Every Day:
	Checked

	Time Of Day:
	

	All Day:
	Checked

	
	

	Date / Time
	

	Time Zone:
	

	Timekeeping:
	(GMT) Greenwich Mean Time, Dublin, London

	
	

	Synchronize Clock To NTP Server:
	Unchecked

	Set Clock To:
	Used to set time manually

	Adjust for Daylight Savings Time:
	Checked

	E-Mail
	

	
	

	Turn e-mail notification on:
	Unchecked

	
	

	Leave all other options as default, unless e-mail notification is required. Then 

	configure as required.


	IKE Policies & VPN Policies
	

	
	

	See ‘VPN Links.XLS’


	CA’s
	

	
	

	Section unused:
	Leave all settings at default


	Certificates
	

	
	

	Section unused:
	Leave all settings at default


	CRL
	

	
	

	Section unused:
	Leave all settings at default


	VPN Status
	

	
	

	Section unused:
	Leave all settings at default


	Router Status
	

	
	

	Details set by other sections
	Settings cannot be changed


	LAN IP Setup
	

	

	LAN TCP/IP Setup
	

	IP Address:
	192.168.4.1

	IP Subnet Mask:
	255.255.255.0

	RIP Direction:
	None

	RIP Version:
	Disabled

	

	MTU Size:
	Default (1500)

	
	


	Use Router as DHCP Server:
	Checked

	Starting IP Address:
	192.168.4.x

	Ending IP Address:
	192.168.3.x

	

	Reserved IP Table
	

	

	IP Address
	MAC Address
	Device Name

	
	
	

	
	
	


	Remote Management
	

	

	Turn Remote Management On:
	Checked

	

	Allow Remote Access by:
	

	Everyone (Ensure Password Is Assigned):
	Checked

	IP Address Range:
	Unchecked

	Only This PC:
	Unchecked

	

	Port Number:
	8081

	

	IP Address To Connect To This Device:

(be sure to type “https”, not “http”)
	Will be set the same as the static IP WAN address (BT supplied)

217.46.255.41


	
	


FVL328 VPN Router Settings - Putney

The following sections detail how to configure the FVL328 for this office.

	Basic Settings

	
	

	Does Your Internet Connection Require A Logon:
	No

	Account Name (if required):
	Leave blank

	Domain Name (if required):
	Leave blank

	

	Internet IP Address
	

	

	Get Automatically from ISP:
	Leave blank

	Use Static IP Address:
	Selected

	IP Address:
	217.46.255.97

	IP Subnet Mask:
	255.255.255.248

	Gateway IP Address:
	217.46.255.102

	

	Domain Name Server (DNS) Address
	

	

	Get Automatically from ISP:
	

	Use these DNS Servers:
	

	Primary DNS:
	217.46.255.102

	Secondary DNS:
	Leave blank

	

	Router’s MAC Address
	

	Use Default Address:
	Unchecked

	Use This Computer’s MAC:
	Unchecked

	Use This MAC Address:
	Selected (to confirm spec)


	Logs
	

	
	

	All options selected except:
	

	
	

	All incoming and outgoing traffic
	

	Enable Syslog ?
	TBC

	
	


	Block Sites
	

	
	

	Turn keyword blocking on
	Unchecked

	Rules
	

	
	

	Custom Rules
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	

	Terminal Services
	TCP / UDP
	3389

	
	

	Default DMZ Server
	Unchecked

	Respond To Ping On Internet WAN Port:
	Unchecked


	Services
	

	
	

	Service Table
	

	
	

	Custom Services
	

	

	Service Name
	Type
	Ports (TCP or UDP)

	
	
	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	VNC
	TCP / UDP
	5800 ( 5900


	Schedule
	

	

	Use This Schedule For Rules:
	Unchecked

	

	Days
	

	
	

	Every Day:
	Checked

	Time Of Day:
	

	All Day:
	Checked

	
	

	Date / Time
	

	Time Zone:
	

	Timekeeping:
	(GMT) Greenwich Mean Time, Dublin, London

	
	

	Synchronize Clock To NTP Server:
	Unchecked

	Set Clock To:
	Used to set time manually

	Adjust for Daylight Savings Time:


	Checked

	E-Mail
	

	
	

	Turn e-mail notification on:
	Unchecked

	
	

	Leave all other options as default, unless e-mail notification is required. Then 

	configure as required.


	IKE Policies & VPN Policies
	

	
	

	See ‘VPN Links.XLS’


	CA’s
	

	
	

	Section unused:
	Leave all settings at default


	Certificates
	

	
	

	Section unused:
	Leave all settings at default


	CRL
	

	
	

	Section unused:
	Leave all settings at default


	VPN Status
	

	
	

	Section unused:
	Leave all settings at default


	Router Status
	

	
	

	Details set by other sections
	Settings cannot be changed


	LAN IP Setup
	

	

	LAN TCP/IP Setup
	

	IP Address:
	192.168.5.1

	IP Subnet Mask:
	255.255.255.0

	RIP Direction:
	None

	RIP Version:
	Disabled

	

	MTU Size:
	Default (1500)

	
	


	Use Router as DHCP Server:
	Checked

	Starting IP Address:
	192.168.5.x

	Ending IP Address:
	192.168.3.x

	

	Reserved IP Table
	

	

	IP Address
	MAC Address
	Device Name

	Remote Management
	

	

	Turn Remote Management On:
	Checked

	

	Allow Remote Access by:
	

	Everyone (Ensure Password Is Assigned):
	Checked

	IP Address Range:
	Unchecked

	Only This PC:
	Unchecked

	

	Port Number:
	8081

	

	IP Address To Connect To This Device:

(be sure to type “https”, not “http”)
	Will be set the same as the static IP WAN address (BT supplied)

217.46.255.97


	
	

	
	


FVL328 VPN Router Settings - Raynes Park

The following sections detail how to configure the FVL328 for this office.

	Basic Settings

	
	

	Does Your Internet Connection Require A Logon:
	No

	Account Name (if required):
	Leave blank

	Domain Name (if required):
	Leave blank

	

	Internet IP Address
	

	

	Get Automatically from ISP:
	Leave blank

	Use Static IP Address:
	Selected

	IP Address:
	81.137.127.41

	IP Subnet Mask:
	255.255.255.248

	Gateway IP Address:
	81.137.127.46

	

	Domain Name Server (DNS) Address
	

	

	Get Automatically from ISP:
	

	Use these DNS Servers:
	

	Primary DNS:
	217.46.255.110

	Secondary DNS:
	Leave blank

	

	Router’s MAC Address
	

	Use Default Address:
	Unchecked

	Use This Computer’s MAC:
	Unchecked

	Use This MAC Address:
	Selected (to confirm spec)


	Logs
	

	
	

	All options selected except:
	

	
	

	All incoming and outgoing traffic
	

	Enable Syslog ?
	TBC

	
	


	Block Sites
	

	
	

	Turn keyword blocking on
	Unchecked


	Rules
	

	
	

	Custom Rules
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	FTP
	TCP / UDP
	20,21

	HTTP
	TCP / UDP
	80

	VNC
	TCP / UDP
	5800 ( 5900

	
	

	Default DMZ Server
	Unchecked

	Respond To Ping On Internet WAN Port:
	Unchecked


	Services
	

	
	

	Service Table
	

	
	

	Custom Services
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	
	
	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	VNC
	TCP / UDP
	5800 ( 5900


	Schedule
	

	

	Use This Schedule For Rules:
	Unchecked

	

	Days
	

	
	

	Every Day:
	Checked

	Time Of Day:
	

	All Day:
	Checked

	
	

	Date / Time
	

	Time Zone:
	

	Timekeeping:
	(GMT) Greenwich Mean Time, Dublin, London

	
	

	Synchronize Clock To NTP Server:
	Unchecked

	Set Clock To:
	Used to set time manually

	Adjust for Daylight Savings Time:
	Checked

	E-Mail
	

	
	

	Turn e-mail notification on:
	Unchecked

	
	

	Leave all other options as default, unless e-mail notification is required. Then 

	configure as required.


	IKE Policies & VPN Policies
	

	
	

	See ‘VPN Links.XLS’


	CA’s
	

	
	

	Section unused:
	Leave all settings at default


	Certificates
	

	
	

	Section unused:
	Leave all settings at default


	CRL
	

	
	

	Section unused:
	Leave all settings at default


	VPN Status
	

	
	

	Section unused:
	Leave all settings at default


	Router Status
	

	
	

	Details set by other sections
	Settings cannot be changed


	LAN IP Setup
	

	

	LAN TCP/IP Setup
	

	IP Address:
	192.168.8.1

	IP Subnet Mask:
	255.255.255.0

	RIP Direction:
	None

	RIP Version:
	Disabled

	

	MTU Size:
	Default (1500)

	
	


	Use Router as DHCP Server:
	Checked

	Starting IP Address:
	192.168.8.x

	Ending IP Address:
	192.168.8.x

	

	Reserved IP Table
	

	

	IP Address
	MAC Address
	Device Name

	
	
	

	
	
	


	Remote Management
	

	

	Turn Remote Management On:
	Checked

	

	Allow Remote Access by:
	

	Everyone (Ensure Password Is Assigned):
	Checked

	IP Address Range:
	Unchecked

	Only This PC:
	Unchecked

	

	Port Number:
	8081

	

	IP Address To Connect To This Device:

(be sure to type “https”, not “http”)
	Will be set the same as the static IP WAN address (not BT supplied)

81.137.127.41


	
	

	
	


FVL328 VPN Router Settings - Sheen
The following sections detail how to configure the FVL328 for this office.

	Basic Settings

	
	

	Does Your Internet Connection Require A Logon:
	No

	Account Name (if required):
	Leave blank

	Domain Name (if required):
	Leave blank

	

	Internet IP Address
	

	

	Get Automatically from ISP:
	Leave blank

	Use Static IP Address:
	Selected

	IP Address:
	217.46.255.105

	IP Subnet Mask:
	255.255.255.248

	Gateway IP Address:
	217.46.255.110

	

	Domain Name Server (DNS) Address
	

	

	Get Automatically from ISP:
	

	Use these DNS Servers:
	

	Primary DNS:
	217.46.255.110

	Secondary DNS:
	Leave blank

	

	Router’s MAC Address
	

	Use Default Address:
	Unchecked

	Use This Computer’s MAC:
	Unchecked

	Use This MAC Address:
	Selected (to confirm spec)


	Logs
	

	
	

	All options selected except:
	

	
	

	All incoming and outgoing traffic
	

	Enable Syslog ?
	TBC

	
	


	Block Sites
	

	
	

	Turn keyword blocking on
	Unchecked


	Rules
	

	
	

	Custom Rules
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	FTP
	TCP / UDP
	20,21

	HTTP
	TCP / UDP
	80

	VNC
	TCP / UDP
	5800 ( 5900

	
	

	Default DMZ Server
	Unchecked

	Respond To Ping On Internet WAN Port:
	Unchecked


	Services
	

	
	

	Service Table
	

	
	

	Custom Services
	

	
	

	Service Name
	Type
	Ports (TCP or UDP)

	
	
	

	Terminal Services
	TCP / UDP
	3389

	PC Anywhere
	TCP / UDP
	5631

	VNC
	TCP / UDP
	5800 ( 5900


	Schedule
	

	

	Use This Schedule For Rules:
	Unchecked

	

	Days
	

	
	

	Every Day:
	Checked

	Time Of Day:
	

	All Day:
	Checked

	
	

	Date / Time
	

	Time Zone:
	

	Timekeeping:
	(GMT) Greenwich Mean Time, Dublin, London

	
	

	Synchronize Clock To NTP Server:
	Unchecked

	Set Clock To:
	Used to set time manually

	Adjust for Daylight Savings Time:
	Checked

	E-Mail
	

	
	

	Turn e-mail notification on:
	Unchecked

	
	

	Leave all other options as default, unless e-mail notification is required. Then 

	configure as required.


	IKE Policies & VPN Policies
	

	
	

	See ‘VPN Links.XLS’


	CA’s
	

	
	

	Section unused:
	Leave all settings at default


	Certificates
	

	
	

	Section unused:
	Leave all settings at default


	CRL
	

	
	

	Section unused:
	Leave all settings at default


	VPN Status
	

	
	

	Section unused:
	Leave all settings at default


	Router Status
	

	
	

	Details set by other sections
	Settings cannot be changed


	LAN IP Setup
	

	

	LAN TCP/IP Setup
	

	IP Address:
	192.168.3.1

	IP Subnet Mask:
	255.255.255.0

	RIP Direction:
	None

	RIP Version:
	Disabled

	

	MTU Size:
	Default (1500)

	
	


	Use Router as DHCP Server:
	Checked

	Starting IP Address:
	192.168.6.x

	Ending IP Address:
	192.168.6.x

	

	Reserved IP Table
	

	

	IP Address
	MAC Address
	Device Name

	
	
	

	
	
	


	Remote Management
	

	

	Turn Remote Management On:
	Checked

	

	Allow Remote Access by:
	

	Everyone (Ensure Password Is Assigned):
	Checked

	IP Address Range:
	Unchecked

	Only This PC:
	Unchecked

	

	Port Number:
	8081

	

	IP Address To Connect To This Device:

(be sure to type “https”, not “http”)
	Will be set the same as the static IP WAN address (not BT supplied)

217.46.255.105


	
	

	
	


Troubleshooting

Cannot Connect to the FVL328 Admin Pages

If for any reason you cannot access the Admin pages of the FVL328, try the following.

· Switch off the FVL328 and wait approx 30 seconds.

· Ensure all cables are correctly attached.

· Switch on the FVL328 and wait for all lights to remain constant after initially flashing during startup.

· Open a command prompt (Click on Start, then Run, then type ‘cmd’ (or ‘command’ if Windows 98) and press enter.
· Type ‘ipconfig /release’ or‘ ipconfig /release_all’ (wait for a response).

· Type ‘ipconfig /renew’ or‘ ipconfig /renew_all’ (wait for a response). You should then be allocated an IP address with the subnet of the local branch.  See IP Address in LAN IP Address section (e.g. If the FVL328 IP address is 192.168.0.1 you would expect to receive an IP address such as 192.168.0.2, 192.168.0.3 etc etc).

· Attempt to access the FVL328 admin pages by their LAN IP Address in Internet Explorer. You should now be able to connect and configure the devices.

If you are still unable to connect, refer to the ‘Restoring default Netgear settings’ section.

Cannot connect to the Internet

If you cannot connect to the Internet from an office PC, try the following:

· Ensure all cables are correctly attached.

· Ensure that Internet Explorer on your PC is not set to ‘Working Offline’.
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If Internet Explorer is set to ‘Working Offline’ (as see in the Internet Explorer title bar above), click on File, then click on ‘Working Offline’ to remove the tick next to it on the menu.

· Click on Start, then Run, then type ‘ping -t <hardware IP address>’ *
(See the ‘LAN IP Setup’ section for the hardware IP address of the device you are trying to test the connection to).

This test will confirm if you are connected to the BT Modem Router and FVL328 correctly. If you receive a ‘Reply from x.x.x.x…’ message, then try ‘pinging’ a website (e.g. ping –t www.google.com).

· Check that your PC is configured to receive its IP address dynamically.
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To display the above screen: Click on Start, then Run, type ‘ncpa.cpl’ then press enter (the Network Connection screen should appear).  In the ‘LAN or High-Speed Internet’ section, right-click on ‘Local Area Connection’, select Properties, select Internet Protocol (TCP/IP) and click on properties (the screen above will be displayed). 

Confirm the setting and close any open windows.

· Type ‘ipconfig /release’ or‘ ipconfig /release_all’ (wait for a response).

Cannot connect to the Internet (continued)
· Type ‘ipconfig /renew’or‘ ipconfig /renew_all’ (wait for a response). You should then be allocated an IP address with the subnet of the local branch.  See IP Address in LAN IP Address section (e.g. If the FVL328 IP address is 192.168.0.1 you would expect to receive an IP address such as 192.168.0.2, 192.168.0.3 etc etc).

If you receive an IP address of 169.254.x.x, this means that an IP address could not be obtained and Windows has automatically configured this IP address (which will not work with the Mr Carpet network or the Internet). If you receive an IP address in this range, reboot the PC, and try accessing the Internet again.

Restoring default Netgear Settings

If you have to restore the default (Mr Carpet) settings to the FVL328, do the following:

BT Modem Router Default Settings

There is no way to change the BT supplied settings. To be left as default.

FVL328 Default Settings

To restore the default (Mr Carpet) settings to the FVL328 device, do the following:

· Login to the FVL328 admin pages (as described in the ‘Accessing the FVL328 VPN Router Setup’ section above).

· Go to the ‘Settings Backup’ section (Under Maintenance).

· Click the ‘Browse’ button next to ‘Restore saved settings from file’. Select the FVL328 config file for your office (e.g. Sheen_FVL328.cfg).

· Click on the ‘Restore’ button and follow the on screen prompts (the settings will be restored and the VPN Router will re-start).

FVL328 Master Reset

On rare occasions you may need to perform a ‘Master Reset’ on the FVL328. 
To do this press and hold in the reset button on the back of the FVL328 for approx 10 seconds (all lights on the front will flash and then settle).

You then need to connect to the FVL328 from a PC with a manually set IP address and subnet mask (Use 192.168.0.10, Subnet mask 255.255.255.0)

This is because the master reset restores the FVL328’s IP address to 192.168.0.1

Restore the FVL328 configuration as described in the FVL328 Default Settings section.
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