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If a virus is detected…

If you receive an email notification of a client with a virus, logon to the Virus Management Console. 
· Select Scan Now
· Click on the clients that you want to scan (hold down the CTRL key to select multiple clients)

· Click on ‘Start Notification’, then close the screen.

· Click on ‘Cleanup Now’
· Click on the clients that you want to scan (hold down the CTRL key to select multiple clients)

· Click on ‘Start Notification’, then close the screen.

· Click on ’View Status’
· When the ‘View Status’ window appears, click on ‘Reset Virus Count’
· Close any open windows and logoff of the management console
The client PC should now be clean of any virus’s, but keep an eye on it just to be safe (you will receive another email if a virus is detected)

AntiVirus is managed from a central location (Unit 32) but can be managed remotely from anywhere within the Mr Carpet network over the VPN connections.
Note: Currently the management server is the HP PC running Windows XP (mrcav).
Accessing the Management Console

To access the management console, open Internet Explorer and type the following: https://mrcav:443/officescan
You should then see the screen below:
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From this page you can either login to perform several admin tasks or you can install the client software to a PC for the console to manage (without logging into the console)
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Click hers to start installing the Officescan client to your computer.
Installing the client usually takes only 3 few minutes.





Client Installation
There are several ways to install the client software onto a PC, but one of the easiest is to install from the AntiVirus login page. Once you navigate to the login page (https://mrcav:443/officescan) click on the link highlighted below.
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Click hers to start installing the Officescan client to your computer.
Installing the client usually takes only 3 few minutes.





The following screen will then appear:
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At this point you may also be prompted to install a Trend Micro plug-in:
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Select ‘Always trust software from Trend Micro, Inc” and click on ‘Install’

At the ‘Office Scan 6’ screen, click on ‘Install Now’
You will then see the following screens (in order):
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Download begins:
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2nd stage of download:
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Completion:
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The installation takes approx ten minutes to complete.

Using the Management Console

To access the management console, open Internet Explorer and type the following: https://mrcav:443/officescan
If prompted with the following screen, click on ‘Yes’
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Login to the management console by typing the password in the console.
You will then see the Summary screen:
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Summary Screen Explained
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Click on any of these links to see the relevant ‘Top 10’ list

Use the following screen to check that all the client’s are up to date at a glance:

[image: image16.jpg]Online and Connected Roaming Client Update Status (Total Online OfficeScan clients: 20)|

Newast

Update components e

Client program for Windows 2003/XP/2000/NT 6.0

Client program for Windows Me/95 0
Virus pattern 2,359.00
Scan engine for Windous 2003/XP/2000/NT  7.100.1003
Scan engine for Windous Me/35 7.100.1003
Damags Cleanup template 483
Damags Claanup engine a.8.1019

Spyware pattern 0.201.00

Up to Date

1s
s

20
1s
s

20
20
20

Out of Date

Update
Parcentage

100%
100%
100%
100%
100%
100%
100%
100%





These are two key areas to spot potential problems
Quickly check if any clients are offline:
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Virus Outbreak Monitor
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Clients – Manual Scan Settings
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The ‘Manual Scan Settings’ appear
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Clients – Real-time Scan Settings
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The ‘Manual Scan Settings’ appear
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Clients – Scheduled Scan Settings
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The ‘Scheduled Scan Settings’ appear
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Client Privileges
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Client privileges settings appear:
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Export policy
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Scan Now
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Cleanup Now
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Uninstall Clients
 (not recommended !)
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View Status
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Notify Install
You can notify people to install the antivirus client by email.
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Remote Install
You can remotely install the AntiVirus client to any PC that the AntiVirus server is connected to over the network / VPN.
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During this process you will be prompted for a logon account. You will need to enter either the domain admin account or the Mr Carpet local admin account and password.
Verify Connection
To check that the management console can communicate with all the clients:
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Click on ‘Verify Connection’ in the menu on the left, then click on ‘Verify Now’

Click on ‘Clients’ to view the connection status
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You can schedule the connection verification by using the ‘Scheduled Verification’ tab
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Global Client Settings
Configure all clients with the same settings (as below):
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ScanMail for Exchange

This option is not used as Exchange email server is not used with Mr Carpet
Set Password
Change the management console password on this page
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Standard Alert-Email Notification
On this screen you can setup the email notification wording and email forwarding server (SMTP server) that sends an email alert when a virus is found on a client PC.
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Outbreak Alert-Email Notification

On this screen you can setup the email notification wording and email forwarding server (SMTP server) that sends an email alert when a virus outbreak is detected by the antivirus server (see settings for thresholds).
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Client Alert Message
On this screen you can setup the alert message that is displayed on a client PC when a virus is detected.
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Web Server
On this screen you specify the fully qualified domain name of the server that the clients use to communicate with the antivirus server.
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Machine name: mrcav

Mr Carpet domain name: mrcuk.mrc.mr-carpet.co.uk

FQDN: mrcav.mrcuk.mrc.mr-carpet.co.uk
Inactive Clients

On this screen you specify if a client PC is removed from the management console if it does not communicate with the management server for a set period of time.
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Quarantine Manager

On this screen you can specify the capacity of the quarantine folder and the maximum file size for a single inflected file that Office Scan server can quarantine.
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Product License

On this screen you can enter activation codes, update the codes and check the license status online.
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Automatic Updates

On this screen you can specify the schedule that the management server checks online for antivirus, program and client definition updates. If an update is downloaded by the server, it is automatically pushed to the clients. If the client is offline, the update is pushed once it connects to the management server again.
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Manual Updates
On this screen you can check the last update events and versions. You can force a manual update by clicking on the ‘Update’ button.
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Update Source
On this screen you specify where the clients get their updates from. Leave the update source as ‘Standard update source’
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Automatic Deployment

On this screen you specify if updates are automatically deployed to the clients, and also a scheduled deployment.
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Manual Deployment

On this screen you can inform the clients to download the latest updates from the management console.
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Rollback
On this screen you can rollback the clients to a previous version of the virus pattern file or scan engine.
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Logs
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Click on ‘OfficeScan Clients’ and set the range of the logs that you want to view. The logs can also be exported to CSV format and opened in Excel.
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Server / Client  Update Logs

On this screen you can view the logs of when the antivirus server updated itself from the internet.
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On this screen you can view the logs of when the clients updated itself from the antivirus server.
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System Event Logs
This screen shows details of the management server activities.
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Verify Connection Logs
This screen shows logs of the ‘Verify Connection’ checks.
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Log Maintenance

On this screen you can schedule automatic deletion of older log files.
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Immediate Action Buttons





Areas of administration





Enable email notification








SMTP Server (a machine that can send emails). The HP machine.








�





Save settings





1: Click on ‘MRCUK’








2: Click on ‘Manual Scan Settings’








Settings should be as shown here





Save settings





2: Click on ‘Real-time Scan Settings’








1: Click on ‘MRCUK’








Save settings





Settings should be as shown here





2: Click on ‘Scheduled Scan Settings’








1: Click on ‘MRCUK’








Save settings





Settings should be as shown here





2: Click on ‘Client Privileges’








1: Click on ‘MRCUK’








Save settings





Settings should be as shown here





2: Click on ‘Export Policy’








1: Click on ‘MRCUK’








Click on ‘Export’























Click on ‘Save’ and chose a location to backup the console settings








2: Click on ‘Scan Now’








1: Click on ‘MRCUK’


























1. Click here to select all PC’s (or you can hold down the CTRL button and click individual PC’s








2. Click here to start the virus scan on all selected PC’s





2: Click on ‘Cleanup Now’








1: Click on ‘MRCUK’














1. Click here to select all PC’s (or you can hold down the CTRL button and click individual PC’s
































2. Click here to start the cleanup on all selected PC’s





2: Click on ‘Uninstall Clients’








1: Click on ‘MRCUK’














1. Click here to select all PC’s (or you can hold down the CTRL button and click individual PC’s
































2. Click here to start uninstalling the client from all selected PC’s





2: Click on ‘View Status’








1: Click on ‘MRCUK’














1. Displays details information about each client PC
































2. You can reset the current virus count here





1. Enter the email subject here








2. Press ‘Notify’ to open your email program. You can then enter the recipients of the email 





Note: They must be able to connect to the AntiVirus server via the VPN.





1. Click on remote install





2. Select ‘MRCUK’ which will show any PC’s available





3. Click on the PC(s), then click on ‘Add’





PC’s being installed shown here





Click on ‘Install’ to start
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