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Summary

This document will explain about the general Mr Carpet network (including the VPN’s) and try to explain a little about Microsoft Windows security.

The Network

The Mr Carpet network is built on ‘Microsoft Networking’ using the TCP/IP, protocol which is also used on the Internet.

Each office has a BT modem (black box, not shown) and Netgear FVL328 VPN router: 
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The office PC’s are setup to retrieve an IP address automatically rather than have a static IP address set which will not change. The Netgear router is setup to distribute IP addresses to the local PC’s that request IP addresses.

Each Netgear router provides a different range of IP addresses unique to each location.

	Office
	IP Subnet

	Fulham
	192.168.7.x

	Putney
	192.168.5.x

	Raynes Park
	192.168.8.x

	Sheen
	192.168.6.x

	Unit 32
	192.168.3.x

	Unit 32
	192.168.4.x


Each Netgear router knows about the others via the VPN’s that are configured.

e.g. When a PC at Sheen tries to contact one of the PC’s / Servers in Unit 32 it is directed by the Sheen router to the router at Unit 32. 

The VPN Process

The VPN process works in the following way:

1.
The PC tries to access a PC in a remote office

2.
The PC contacts the local router to find the remote PC

3.
The local router knows that the remote PC has an IP address of 192.168.3.35 (for example) and that it knows how to access the remote subnet (via the remote offices public Internet IP address). 

4.
The local router contacts the remote router and they work out that they have a VPN connection configured, and that they both know the same ‘shared secret’ which allows only these two routers to connect.

5.
An encrypted tunnel is then created between the two routers and traffic is allowed to pass between the two offices.

Host Name or IP Address ?

PC’s can connect in a number of ways, including host name or IP address. If one PC tries to contact another PC or Server it usually tries to access the machine by its host name (e.g. MrCHost1 etc). The PC will then check its local hosts file (C:\Windows\System32\drivers\etc\hosts on an XP machine) or try to locate a DNS server to resolve the actual IP address.

Whichever method is used (hosts file or DNS server) the machine name is checked and if the machine is known, the machines IP address is returned to the questioning machine.

DNS

DNS is a service that runs on all the Mr Carpet servers and is updated dynamically by any PC’s on the network. Servers are always allocated a static IP address as they always need to be contacted, and be on the same IP address. 
Workstations can generally use dynamic IP addresses as they do not usually share resources.
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Hosts File

The hosts file is a manually edited text file that resolves hosts names (on the right) to IP addresses (on the left). Multiple names can be listed against a single IP address.

[image: image3.png]= hosts - Notepad

REX]

Ble Edt Formet

-
# For example
*

102.54

#
# 38.25

carpet -

0

#ar

#
102.168.
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,
102,168,

1254

#r carpet -

102.168.5.1
107.168.5.15
102.168.5.10

#r carpet -

102.168.6.1
107.168.6.15
102,168 6.11
102.168.6.12

#r carpet -

102.168.7.1
105.168.7.15
102.168.7.18
102.168.7.16
102.168.7.17

#r carpet -

102.168.8.1
107,168,815
102.168.8.17

vew tielp

04,07 rhina. acme. com
6310 . acme. com

unit 32

unit3zrouter units2

# source server
# x client host

Mrcarpetl mrcu3z0l #PRE #DOM IMRCUK

delagtop davide
mobiledy davidg dolaprop
Mmrcay antivirus
mrchostl Fulhaml
mrchostz Fulhan2
mrchost3 putneyl
mrchostd putney?
mrchosts raynespkl
mrchosté raynespk2
mrchost? sheenl

mrchosts sheenz
mrccolour

Putney

putneyrouter putney
putneyoL
pshowroom

sheen

sheenrouter sheen
sheenol

sshowroom
soffice

Fulham

Fulhamrouter fulham
FuThamol fulsery
Fshawroom
frroffice
Ffroffice

Raynespark
raynesparkrouter raynespark

raynespko raynesplsery
rshowr oo





If a PC or Server does not have access to either a DNS server or a Hosts file, the name resolution will more than likely fail, unless the required PC or Server is on the same subnet. Then a broadcast will be made by the PC to ask if the required PC is available locally. If so, the requested machine will reply to the requester.
Network Settings

The screenshot below shows a Windows XP PC that is configured to receive a dynamic IP address from the local Netgear router.
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The IP addresses shown here specify the DNS servers that should be contacted to resolve PC names. These should be setup with the local server as the ‘Preferred DNS server’ and the DNS server at Unit 32 to be set as the ‘Alternate  DNS Server’.

If a PC server name cannot be resolved by the ‘Preferred DNS server’ then the ‘Alternate  DNS Server’ is queried.

Network Users

Viewing Users and Computers on the Network

On any of the Domain Controllers (Servers), open ‘Active Directory Users and Computers’ from the ‘Administrative tools’ menu.

Start  All Programs  Administrative Tools Active Directory Users and Computers
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Here the network is broken down into groups (Organisational Units or OU’s) which have been created as the Mr Carpet offices. The one exception is ‘Shop Hosts’ which although based in Unit 32 is shown separately for easier administration.

If you click on any OU, the users and computers associated with that OU are shown on the right, as above.

Organisational Unit’s (OU’s)
As mentioned previously the Mr Carpet network is broken down into groups or Organisational Units (OU’s). 

OU’s can exist inside other OU’s for management purposes (see below)
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A policy could be applied to the ‘Shops’ OU which would automatically apply to it’s ‘child’ OU’s (Fulham, Putney, RaynesPark and Sheen).
See the Group Policy section for further details about Group Policies
Viewing User Properties
Double-click on any user to show details of their account.
There are several tabs of information related to each account, the most important being shown below.
Users properties - General Tab
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Enter the Users name, location, telephone number and email address (if applicable).
Users properties – Address Tab
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Enter the address details of where the users are based.

Users properties – Account Tab

Enter the name that the users enter to logon to any Mr Carpet network PC. 

Note: The logon name does not have to be the same as their full name.
In the example below, the logon name would be ‘mrchost’, not ‘mrchost@mrcuk.mr-carpet.co.uk’
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The password is set to never expire.
By clicking on the ‘Logon Hours’ button, you can specify when a user can or cannot access the Mr Carpet network.
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By clicking on ‘Log On To..’ you can specify which PC’s the users can access the network from (all PC’s by default). Enter the PC host name(s) to restrict logon to the listed PC(s) only.
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Users properties –Telephones Tab
Enter any relevant contact information for the user here.
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Users properties –Organization Tab

Enter any additional information for the user here.
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Users properties – ‘Member Of’ Tab

On this screen you can see a list of any security groups that the users belongs to. You can also add or remove the user from any security groups that have been setup within the Mr Carpet domain (MRCUK).

Below you can see that the ‘mrchost’ account belongs to the ‘AngossUsers’ group.
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Viewing Group Properties

Group properties - General Tab
Double click on a Security Group (shown by two people, rather than just one) to view it’s properties.
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The General tab shows basic details of the group, such as it is a ‘Global’ group which can be assigned to any resources within the Mr Carpet domain.

A brief description and an email address can also be entered.

Group properties – Members Tab
Click on the members tab to see who belongs to this security group.
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Group properties – ‘Member Of’ Tab
On Windows 2003 Server, Global groups can be members of other Global groups. 

In the example shown below, the ‘AngossUsers’ groups is a ‘Member Of’ the ‘Print Operators’ group.

Note: This allows the ‘AngossUsers’ to cancel print jobs when logged into one of the eight hosts located at Unit 32. If they were not a ‘Member Of’ the ‘Print Operators’, they would not be able to cancel any print jobs on the host PC’s.
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Group properties – ‘Managed By’ Tab
On this screen you can specify a person who is responsible for the account (although it is not essential that you do this).
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Domain Group Policy
Policies are settings that can be configured at a domain level, or at an OU level. 

You can set an overall policy for all users at the domain level, and then specify additional policies at an OU level. An example of this is for the Hosts that the shops connect into.
Shop Hosts Group Policy

To view the policy, do the following:

Right-click on the ‘Shop Hosts’ OU and select ‘Properties’
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Click on the ‘Group Policy’ tab.

You can see that a policy has been created for this OU called ‘ShopHostPolicy’
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Click on the ‘Edit’ button and wait for the ‘Group Policy Object Editor’ to appear,
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Be careful not to change any settings if you are viewing for reference purposes !
Domain Files and Folder Security
Overview
Security in a Windows networking domain is relatively straightforward.
Users belong to groups, groups are assigned to files / folders / printers etc.
You should only assign groups access to network resources (Folders etc) rather than individual users. This helps to maintain the network much more easily.

Applying Security to a folder
In this example we will assign the ‘Sheen Users’ group access to the ‘All_Work’ folder and it’s sub-folders.
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Right-click on the ‘All_Work’ folder and select ‘Properties’

The ‘All_Work’ folder properties screen will be displayed:
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Share Security

If the folder is to be shared to the network (generally this would be on a server), click on the ‘Sharing’ tab and select ‘Share this folder’.
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Specify the share name (in this example we will leave the default share name of ‘All_Work’).
Assign the ‘Everyone’ group ‘Full Control’ access.

Note: Although Everyone having full control does not sound very secure, this allows for the most consistent security regardless of whether the users is accessing the folder directly (on the server) or via a shared folder across the network.
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Security is set at two levels: Share level (as above) and NTFS security (local to the machine). See the next section in this document for NTFS security info.
Rule: The most restrictive security setting wins !!

So, if a user is accessing a share across the network, and the share permission is ‘Everyone=Full Control’, unless they have permission at the NTFS security level (Security tab) they will not be able to access the folder and it’s files.
If they do have access at the NTFS level, they can access the folder and it’s files.

The main difference once they have access to the folder is whether they have ‘Read Only’ access or ‘Change’ access where they can modify files, create folders etc.

NTFS (Local) Security

NTFS security can only be set on the PC / Server where the folder lives. NTFS security controls local access to the files.

Even if a user can logon to the PC, if they do not have the correct NTFS security access to a folder(s) and it’s files, they will not be able to access them.
Changing NTFS Security

The default security settings for a folder are shown below:
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To add a new security group access to the folder, click on ‘Add’


Type in the name of the group you wish to add (e.g. Sheen Users)
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Click on ‘Check Names’ and if the group is found within the domain, then group will be underlined.
Click on ‘OK’
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Allow the group ‘Change’ access to the folder by selecting the group (e.g. ‘Sheen Users’) in the upper half of the screen, then click on ‘Modify’ under the ‘Allow’ column in the lower half of the screen.
Click on ‘OK’
Expand ‘Administrative Templates’ under the ‘User Configuration’ section








Click on ‘Start Menu and Taskbar’





You will then see some of the setting that restrict the desktop when the ‘MrCHost’ account logs onto any machine in the Mr Carpet network





Other settings have been changed, but this gives you an overview of the process








Note:





If you only want the groups added to have access, remove the ‘Users’ group by selecting the group and clicking  on the ‘Remove’ button.





If this groups remains, MRCUK domain users would have ‘Read only’ access to the folder / files.





Note:





If you wish to provide access to multiple groups, just repeat the process for any additional groups.





Remember:





If a groups is not listed on the security tab, they will not gain access to the resource.
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