Memo 
            
23/05/2018

GDPR – Notes & Mr Carpets privacy policy is available at WWW.mr-carpet.co.uk
General Data Protection Regulations from May 25th 2018.
In future if there is a breach of customer’s data that is proved to have come from our source then we can be responsible for their financial losses and be liable for fines up to 10% of our annual turnover.

After 25th may 2018 how companies obtain record store & use customers details are being controlled differently. You will probably all have received emails asking you to update your profiles so you OPT IN to marketing and other emails.
We have to record where customer’s details are held and what details we hold. We also have to tell customers what details we have on file and amend their details if they request us to do so. Also in certain circumstances we will have to remove their details at their request.

To make it easy DC has created a report that can be accessed under the order number, documents, customer details. BEFORE PASSING ANY CUSTOMER DETAILS PLEASE ASK CUSTOMER FOR DETAILS THAT WOULD CONFIRM WHO THEY ARE IE postcode, phone number etc.

Be advised the term “DATA” doesn’t just refer to information on computers it refers to ANY METHOD customers details are recorded by us. 
The places where customer’s details are recorded are as follows

· Sample programme (digital)

· Sample letters (printed)

· Sample loan register (written)

· MRC Database (digital)

· Estimators work sheets (Printed)

· Measure sheets (Printed)

· Cutting plans (written & digital)

· Estimates (printed & digital)

· Carpet Delivery Labels (printed)

· Fitters prep sheets (printed)

· Fitters work sheets (printed)

· Fitters cutting plans (printed)

· Invoices (printed)

· Given to suppliers for registering guarantees (Karndean etc)

We have a list where data is stored BUT be aware that if you work off site is that data safe and is it legal to do so? Also where do the fitters dispose of their cutting plans & work sheets?

In future ANY paperwork with customer’s details on should be shredded to be sure it is not compromised if it is no longer required. We need to discuss when and how we do this and also do we need customers name and addresses on cutting plans. Is the job number sufficient?
Also should we scan the measure sheets onto the system where we have firewalls and VPN’s to secure them and then shred the originals when the work is completed?

Data Breach

What constitutes a data breach? A breach ranges from sending somebody’s estimate to the wrong email address (minor breach) to our database being compromised (major breach)
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